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Attack on Token
Why post-auth attacks are the next frontier
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What are tokens?

• Like a key to access a resource
• Issued after authentication
• Well known and used protocols

• OAuth 2.0
• OpenID Connect (OIDC)
• Security Assertion Markup Language

(SAML)
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Token in Entra ID

• Bearer Token
• Access Token (60 - 90 minutes)
• ID Token (1 hours)
• Refresh Token (1 day / 90 days)

• Primary Refresh Token (14 days)
• JSON Web Token (JWT) - ey…
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Access token
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Access Token in Entra ID

Simplified Version!

Identity Provider (IdP)

ResourceUser

Request access to Microsoft 365

Client
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Access Token in Entra ID

Identity Provider (IdP)

ResourceUser

Redirect to Entra ID

Client

Simplified Version!
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Access Token in Entra ID

Identity Provider (IdP)

ResourceUser Client
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Access Token in Entra ID

Identity Provider (IdP)

ResourceUser Client

Simplified Version!
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Access Token in Entra ID

Identity Provider (IdP)

ResourceUser

Access token

Client

Simplified Version!
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Refresh token
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Refresh Token in Entra ID

Simplified Version!

Identity Provider (IdP)

ResourceUser
Access Token 

Lifetime expired Client
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Refresh Token in Entra ID

Identity Provider (IdP)

ResourceUser Client
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Refresh Token in Entra ID

Identity Provider (IdP)

ResourceUser Client
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Refresh Token in Entra ID

Identity Provider (IdP)

ResourceUser

New access token

Client
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JSON Web Token
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JSON Web Token Format
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JSON Web Token Format
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Attacks on Token
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Attacks on Token
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Attacks on Token

http://aka.ms/mddr2024
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Bearer Token theft

• Steal Web Session Cookie (T1539) aka 
• Adversay in the Middle (e.g. Evilginx2)
• Pass-the-cookie attack (e.g. CookieMiner)

• Steal Application Access Token (T1528)
• Device Code Phishing (e.g. TokenTactics)
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Adversay in the Middle (T1557)
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Demo

Cookie Theft 
(ESTSAUTH)
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Primary Refresh Token Theft

• Attacker has already compromised the endpoint
• Extract PRT certificate

• Generate x-ms-RefreshTokenCredential
• Used for Browser SSO
• Contains the compliance state of the device
• No elevated permissions required
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Demo

Browser SSO Attack 
BAADTokenBroker
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BAADTokenBroker



#WPNinjasNO

Protections
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Protections

• Device Compliance or Hybrid Joined Devices
• Always use TPM 2.0 to store the PRT
• Use Phishing Resistant Authentication methods

• Passkey / FIDO2
• Smartcards
• Windows Hello for Business

• Enforce Authentication Strength to prevent 
downgrade attacks
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Attacker in The Middle
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Protections

• Block Device Code Flow where not needed
• Do not disable Continuous Access Evaluation
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Continuous Access Evaluation
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Global Secure Access

• Use Microsoft Global Secure Access
• "Microsoft Entra Internet Access for Microsoft services" is included in 

Microsoft Entra ID P1 license

• Strict Enforcement mode
• Only possible if the initial sign-in comes from a known IP address

range
• Only supported for Microsoft resources
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Global Secure Access

Global Secure Access

Compliant Network
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Global Secure Access

Global Secure Access
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Token Protection

• Token Protection
• Currently only supported for limited workloads on Windows devices

• Exchange
• SharePoint Online
• Windows 365
• Azure Virtual Desktop

• Microsoft Entra ID P2 license required
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Token Protection
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Token Protection
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Token Protection
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Detection & Response
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Protections

• Block Device Code Flow where not needed
• Do not disable Continuous Access Evaluation
• Use Microsoft Global Secure Access

• "Microsoft Entra Internet Access for Microsoft services" is included in 
Microsoft Entra ID P1 license

• Token Protection
• Currently only supported for limited workloads on Windows devices

• Exchange
• SharePoint Online
• Windows 365
• Azure Virtual Desktop

• Microsoft Entra ID P2 license required



#WPNinjasNO

Detection

• Entra ID Protection
• Defender for Cloud Apps
• Microsoft Defender for Endpoint
• Custom Detections

• Unusual Location change
• Unusual actions after sign-in
• Unusual login behavior

https://www.microsoft.com/en-us/security/blog/2023/06/08/detecting-and-mitigating-a-multi-stage-aitm-phishing-and-bec-campaign/
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UnifiedSignInLogs

| where TimeGenerated > ago(90d)

| where AppDisplayName == "Microsoft Authentication Broker"

| where AppId == "29d9ed98-a469-4536-ade2-f981bc1d605e"

| summarize TokenAcquisitionCreatedDateTime =min(CreatedDateTime) by SessionId, 
TokenAcquisitionIPAddress = IPAddress, UserId

| join (UnifiedSignInLogs

| where AppDisplayName != "Microsoft Authentication Broker"

| where AppId != "29d9ed98-a469-4536-ade2-f981bc1d605e"

| summarize arg_min(CreatedDateTime, *) by SessionId, UserId, IPAddress

)

on UserId, SessionId

| where TokenAcquisitionIPAddress != IPAddress

| where DeviceDetail.operatingSystem startswith "Windows"

| where IncomingTokenType == "primaryRefreshToken"

| extend TimeBetweenTokenAcquisition = datetime_diff( 'second', CreatedDateTime, 
TokenAcquisitionCreatedDateTime)

| where TimeBetweenTokenAcquisition > 0

BAADTokenBroker
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Response

• Immediate response
• Revoke sessions
• Mark user compromised
• Password Reset

• Find the origin origin of the attack 
• What token material was stolen?
• Compomised endpoint?
• AiTM attack?

• Establish the Token Theft Playbook
• https://learn.microsoft.com/en-us/security/operations/token-theft-playbook
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Additional ressources

• https://github.com/secureworks/BAADTokenBroker
• Microsoft Entra ID - Attack and Defense Playbook

https://github.com/Cloud-Architekt/AzureAD-Attack-Defense
• Microsoft Entra Conditional Access token protection explained
• https://github.com/Cloud-

Architekt/AzureSentinel/tree/main/Hunting%20Queries/EID-
TokenHunting

• Learn about Universal Continuous Evaluation (Preview) - 
Global Secure Access

https://github.com/secureworks/BAADTokenBroker
https://github.com/Cloud-Architekt/AzureAD-Attack-Defense
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-token-protection
https://github.com/Cloud-Architekt/AzureSentinel/tree/main/Hunting%20Queries/EID-TokenHunting
https://github.com/Cloud-Architekt/AzureSentinel/tree/main/Hunting%20Queries/EID-TokenHunting
https://github.com/Cloud-Architekt/AzureSentinel/tree/main/Hunting%20Queries/EID-TokenHunting
https://learn.microsoft.com/en-us/entra/global-secure-access/concept-universal-continuous-access-evaluation
https://learn.microsoft.com/en-us/entra/global-secure-access/concept-universal-continuous-access-evaluation
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https://forms.office.com/e/vZt63PirDv

We value your feedback

Track: Lindesnes - Session: Attack on Token
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Thank You
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